SO Y TE CONG HOA XA HOI CHU NGHIA VIET NAM

THANH PHO HO CHI MINH DPéc lap - Tw do - Hanh phic
BENH VIEN MAT
sé: 490 /BVM-HCQT Thamh phd H Chi Minh, ngay 3= thang 44 nam 2025

, , 'YEU CAU MOI CHAO GIA
Ap dung doi voi goi thau “Mua sam phdn mém diét virus cho cdc Khoa, Phong”

Kinh giii: Céc Doanh nghiép, nha cung cip, ho kinh doanh quan tam.

Bénh vién Mit ¢6 nhu cau tiép nhan chao gia dé tham khao, x4y dung gia goi

thdu “Mua sam phan mém diét virus cho cdc Khoa, Phong” véi ndi dung cu thé nhu
sau:

L. Théng tin ciia don vi yéu cAu chao gia:

1. Pon vi yéu cdu moi chao gid: Bénh vién Mit.

2. Ma s thué: 0301483745

3. Dia chi: S6 280 Dién Bién Phu, Phuong Xuin Hoa, Thanh phé Ho Chi Minh.
4. Pién thoai: 028 39 325 364.

5. Céach thue tiép nhan tai liéu chao gia: Nhén truc tiép qua duong van thu tai dia
chi: Phong Hanh chinh quén tri - Bénh vién Mét — Pia chi: 280 Dién Bién Phu,
Phuong Xuén Hoa, Thanh phé H6 Chi Minh.

Trén phong bi ghi rd:

Tiéu d&: “Chao gia goi thau “Mua sam phan mém diét virus cho cac Khoa,
Phong” theo cong van moi chao gia s 5 290BVM- HCQT”

: Noi nhan: B6 phén tlep nhén van thu dén phong Har}h qhinh quén tri - Bénh vién
Mat — 280 Dién Bién Phu, Phuong Xuan Hoa, Thanh pho H6 Chi Minh.

6. Thoi han tiép nhéan chao gia: Han chét dén 16 gio ngay 05 thang 12 nam 2025.

7. Thoi han c6 hiéu luc cia chao gia: Téi thiéu 30 ngay, tir ngay phét hanh chao
gia.

II. Danh muc yéu cAu moi chao gia:

1. Danh muc so liwong moi chao gid:

s 2 SO .
STT I'EN DANH MUC PON VI TINH LUONG GHI CHU
01 Phén mém diét virus danh B&/ ban quyén/ 596 520 may tinh
cho may tinh va méy chu license i va 6 mdy chu
1.1. Danh muc sb lugng may chi
STT Tén mdy chu S6 lwong
01 Mzéy chu danh cho phén mém ké toan 01
02 May chua danh cho phan mem xét nghiém (LIS) 0]
03 Mady chu danh cho phan mém quan ly bénh vién ( HIS) 01
04 Mady chu danh cho cédc phén mém khéc 01
05 Mady chu danh cho backup dit liéu HIS 01
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06 May chu danh cho phan mém HES 01
Tong cong: 06
1.2. Danh muc s6 lwong méy tinh, laptop, kiosk Khoa, Phong
STT Tén khoa phong May tinh Laptop | KIOSK
01 | Phong Ké hoach Tng hop; 19
02 Phong Chi dao tuyén; 7
03 Phong T chiic Cén bo; 15
04 | Phong Tai chinh K& toén; 35
05 Phong Hanh chinh Quaén tri; 14
06 Phong Piéu dudng; 3
07 | Phong Vit tu - Thiét bi y té; 24
08 | Phong Cong nghé Thong tin; 22 4
09 | Phong Quan ly Chét luong; 7
10 | Phong Cong téc xa hoi; 19 3
11 Khoa Giac mac; 15
12 Khoa Glaucoma; 18 1
13 Khoa Dich kinh véng mac; 25 i
14 | Khoa Mat nhi; 14
15 Khoa Khuc xa; 35
16 | Khoa THTM - TKNK; 12
17 Khoa Téng hop; 21
18 Khoa Kham mit; 73
19 | Khoa Phiu thuét gy mé hdi stc; 3
20 Khoa Dinh dudng; 2
21 Khoa Cép ctiu; 20
22 Khoa Duoc; 39
23 Khoa Xét nghiém; 15 1
24 | Khoa Chén doan hinh anh; 18
25 Khoa Kiém soat nhiém khuén. 5
509 4 7
Tong cong 520

2. Dia diém thie hién:
+ Co sé 1: 280 Dién Bién Phu, Phuong Xuan Hoa, Thanh phd H6 Chi Minh

3. Thoi gian thuc hién: 90 ngay

4. Danh muc théng so va yéu cau ky thudt chi tiét:

STT

Tén danh muc

Yéu ciu ky thuit

01

Phéin mém diét
virus danh cho
may tinh va
mady chu

1/ Yéu cau chung

Quan tri tap trung.

Béo vé mdy tram, may chu va he thdng 40 héa trudc céc nguy
co vé virus, ransomware, tdn cong mang, kiém soat thiét bi,
kiém soét web.




Quan trj tap trung qua web console.

2/ Tinh nang

Tinh nang Anti-Virus

San phédm c6 tén trong cdc 1an cong b6 danh muc san pham
phong, ¢ hong phan mém ddc hai dap ung yéu cau k¥ thuat theo
Chi thi s6 14/CT-TTg ngay 25/5/2018.

Ngon ngir phan mém: hd tro tiéng Viét va tiéng Anh

Trién khai trén cac hé diéu hanh:

Midy tram va may chi: Windows, Linux, Mac

Thiét bi di dong: Android, IOS

Kha nang bao vé

Kha ning bao vé chdng Malware

Cé kha nidng phat hién va diét viruses, spyware, worm, trojan
rootkit, keyloger macro,...

Cho phép lua chon quét nhanh, quét full, quét tire thoi, quét
theo lich trinh va hd tro quét tir xa qua giao dién quan ly tap
trung.

Giai phép hé tro quét thoi gian thuc cdc file truy Xuét.

C¢ khé néng chi quét nhimg file méi va nhiing file ¢d su thay
dbi so v6i lan quét virus gan nhat giup tang tde dod quét virus.
Giai phap phai quét b6 nh¢ hé thong dé phat hién cac rootkit,
t1en trinh an, va cac hanh vi khac cho thdy ma doc hai dang ch
géng 4n gidu.

Giai phap c6 chirc ning bao vé Web, dap tung quét cho traffic
web, email, file theo co ché chu dong.

Giai phap dap ung chue nang thong bdo cho nguoi st dung va
quan tri hé thong vé viéc phat hién dbi tuong bi nhiém ma doc
qua hop thoai canh bao cho ngudi sir dung; Email va gui toi
SIEM cho nguoi quén tri.

Cho phép ngudi quan tri c6 thé thiét Iap mac dinh cac hanh
dong sé& thuc hién khi chuong trinh phat hién mé doc: al lert/
notify, clean, delete/remove, move/quarantine.

HO tro céc tinh nang ma nho d6 nguoi quan tri ¢6 thé lap ké
hoach ngan chéan viéc bung nd lay lan virus trong hé théng.
Bao vé cac nguy co tu Email bing viéc quét toan b cac Email
vao/ra dé phat hién va ngén chan cdc nguy co tir Email. Ho tro
céc giao thuc: POP3, SMTP, IMAP

Ngan chan x4m nhép vao may chu ngan chin céc Ung dung
thue hién cac hanh vi nguy hidém cho hé diéu hanh dam bao
quyén truy vao tai nguyén hé diéu hanh va dif liéu cd nhan
Chirc niing giam sat mang va giam sat hé théng

Cho phép xem toan b cac két ndi mang trén may tinh theo thoi
gian thuc.

Cho phép ghi lai hoat dong ctia cac ung dung trén may tmh
cung cép thong tin nay dé ndng cao tinh bio mat.

Chirc nang twong lira

Phai ¢6 chuc ning hd tro kiém soét traffic vao/ra.

Cho phép thao tac kiém soat Firewall Client tir xa nhu: Disable,




Enable tur xa.

Gidi phép phéi c6 kha nang canh bdo, giam sét cac tmg dung
dang chay.

Cho phép tao ra tap luét (rule) dua trén tng dung hoic mang

| (application network, network packet rule). H tro céc dang
protocol: TCP, UDP, ICMP, IGMP.

Chirc ning Device control

Phaéi c6 kha ndng ngin chan thiét bi nao c¢6 thé hoac khong thé
st dung trén Windows.

Phai ¢4 khé ning ngin cim cic tng dung chay tir thiét bi luu
trit ngoai.

Phai c6 khé nang thiét lap lich dugc str dung thiét bj cdm ngoai
qua giao tiép USB.

Cho phép thiét 1ap danh sach cac thiét bj cim ngoai dugc st
dung (Trusted Device).

Chire ning Web Control

Loc web theo URL, category, data, content.

G161 han truy cép Web theo lich

- Cho phép quét toan bo giao tiép thong qua giao thire HTTP,
HTTPS, kiém tra toan bd URL xem c6 trong danh séach céc
website chira ma doc hay website ltra ddo hay khong.

- Cho phép tao ra céac luat dé han ché hay cam nguoi dung truy
cép vao nhitng ndi dung khong cho phép.

- Téap luat c6 thé thyc hién theo lich, cho phép céc luat thuc hién
theo thoi gian cu thé.

Chirc niang Application Control

Cho phép thiét lap danh sach tring bang viéc phan loai céc Uing
dung theo danh gia ctia nha san xuét, hodc si dung cdng nghé
dién toan dam may.

Cho phép tao ra danh sach tring cic Ung dung theo nhém nguoi
su dung bang viée két hop v6i AD/LDAP.

Kha nang thiét 1ap danh sach den céc ung dung theo nhom, theo
su phén loai ctia nha san xuét hodc theo co ché bao mat ctia moi
don vi su dung.

Chire nang Virus Update

HOb tro cip nhét bang tay tai Client tir Server quan ly.

Hb tro cap nhat cho nhiéu Client tir Server quéan ly.

Hb tro lap lich tu dong download update.

Server quén ly trung gian: Cé the tai cap nhat tur nhleu nguon
khac nhau (tir server quan ly cip trén, tir nha cung cép qua
Internet), co thé thiét 1ap viéc Irra chon ngudn update.

Giao thirc ding dé cdp nhat virus tir nha cung cép. tor may chu
la giao thirc chuan: HTTP,HTTPS, FTP, SMB share va c6 thé
hoat dong théng qua Proxy.

Chirc ning quét 15 hong bdo mat

C6 kha nang quét 18 hdng bao mat cac san pham ctia Microsoft
va cac hing khac.

Bio vé thiét bi khoi ransomware bao g61n ca cac thu muc chia




sé trén may chu.

Mot sb chirc ning bio vé khac

Thanh phf?m bao vé AMSI hd tro quét phé“m mém doc hai tur
Microsoft

Kha ning tu bao vé:

- Phdn mém diét virus phai c6 kha néng tu bdo vé trudc cac moi
nguy co tor ma doc, nhu viéc ma doe mubn x6a chuong trinh
diét virus ra khéi mdy tinh. Viéc bao v€ dugc thuc hién trén file
ctia truong trinh trén 6 dia, trén RAM va trong Registry.

- Ngin chin tat ¢4 qué trinh diéu khién chuong trinh diét virus
qua méy tinh diéu khién tir xa.

- Thiét 1ap méat khdu d€ bao vé chuong trinh khi mudn truy cép
hay thuc hién céc tdc vu cu thé.

Chirc ning bdo cdo

H6 tro bdo cdo cac thong tin ngay tai may tram: Virus quét
duoc; vi tri file nhiém virus; vi tri file backup; file duoc backup;
trang thai Start-stop cua service theo tung ngay.

H3 tro thong ké, bao céo tinh hinh virus trén toan mang.

Hb tro thong ké, béo cao theo lich.

HJ tro bdo céo, thong ké tinh hinh cai dat, trang thai update
virus trén toan mang.

Hb tro xuét bao cao qua nhiéu dang khac nhau" PDF, XLS,...

- Céc bédo cdo phai dugc phén loai theo mtrc d6 quan trong.

- Céc thong béao hé t]léng dugc thyc hién dudi dang Pop-up trén
thanh Taskbar.

- Hién thi nhiéu théng tin trén Dashboard.

- Cac canh bao c6 thé thuc hién qua: Email

Kha nang quan ly tap trung cia phan mém Antivirus

Phén mém quan tri tap trung hd tro cai dat trén cac hé diéu
hanh: Microsoft Windows 8,10,11 Server 2008 SP1, Server
2012, Server 2016, Server 2019, Server 2022

Phén mém quén tri tap trung cho phép trién khai phan cép theo
co ché Master/ Slave dé phu hop véi céc td chire 16n.

Giao dién phan mém quén tri ¢6 thé cai dat trén Window,Linux.
Ho tro giao dién theo giao dién Web.

Hb tro gd bo cac phan mém tir xa trén cc méay Client.

Quan ly phan cimg dua trén cac thong tin trén Registry.

Cé tinh néng quéan ly moblie android,IOS.

Cho phép phan tng tu dong khi phat hién virus vuot qua gidi
han .

Giai phép chi can mot Agent chay duy nhat quan Iy cho cac
module cuia chuong trinh.

Giai phap phai c6 khé ning tap trung quan ly, trién khai, bao
cao.

Kha nang phan chia nhém quan ly va thiét 1ap cac chinh sach
quan ly khac nhau.

Giai phap c6 kha nang cho phép nguoi quan tri kiém soat ngin
ngira viée sir dung License phan mém Antivirus mét cich trai




phép.

Kha nang thiét 1ap cdu hinh Anti-virus, Firewall téi ting may
tram tUr xa va khong cho phép nguoi str dung binh thuong thay
ddi cac thiét 1ap nay.

HO tro béo c4o, thdng ké tinh hinh cai dit, trang thai update
virus trén toan hé thong.

Chtre nang quan ly, ap dung chinh sach khéng phu thudc vao
Active Directory.

IKha niing cung cép tinh ning phén tich diéu tra ngudn gbc
tan cong

Cung cdp kha nang hlen thi r8 rang hon vé cac dbi tuong doc
hai bang “thé sw ¢6”, mé ta chi tiét qué trinh lay nhiém, v&i
duong lay lan cia dOI tuong, liét ké cac dii liéu dugc thu thap
trong thé su ¢ nhu: registry, file drop, network

Xem toan bo pham vi cia bat ky méi de doa nao. Hiéu nguyén
nhén goc ré cia moi de doa va cdch né thue sy xay ra. Tim ra
dot tan cong bat dau tir dau? khi nao? 11101 de doa nay c6 con
dang & an nap & dau? dé loai bd cac goc ré ciia cudc tin cong do.
Yéu cau ban giao va cai dit phan mém

- Nha thau ban giao san pham va cai dat, thiét lap cAu hinh va
quét virus 1 1an sau cai dit cho mady tinh, méy chu tai Bénh
vién.

- Huéng dan quan 1y, van hanh st dung va chuyén giao cong
nghé, bién soan tai liéu huéng dan phuc vu van hanh sau nay.
Luwu yp : Thoi gian bin quyén la 12 thing ké tir ngay kich hoat
sdan phim.

Yéu ciu: dich vu trién khai, cai dqt, ciu hinh ban diu cho
mdy chii va mdy tram ciia nguoi diing, dich vu hé tro ky thugt
trong 12 thang

Luuy:

- Chao gia phai c6 ky (én dong ddu xac thuc cia Quy Coéng ty. Pon vi giii bang
chio gid dé xuét va gidy dang ky kinh doanh, ho so nang luc hoat dong thudce linh vuc
bat budc phai cb ching chi hoat dong theo quy dinh.

- Trong tai li¢u cta quy cong ty khi chao gid vui long str dung dung bleu mau -
KHONG x0a, KHONG thay dbi th tu céc cot, cac ndi dung trong céac biéu mau dinh
kém (biéu mau 1). N6i dung néo khong c6 thi quy cong ty dé tréng hodc ghi khong cé.

Tran trong./. ;.L

Noi nhin:
- Nhu trén;

- Luu: VT, HCQT (NTT-3b).
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